Mandatory Training for Medicare Program
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Training Agenda
I.

General Compliance Program

II. Medicare Parts C & D Fraud, Waste and Abuse (FWA)
III. HIPAA Privacy and Security

A Certificate of Completion template is provided at the end
of training material. You MUST complete the Certificate
and return the printed copy to Ritter Human Resources.

2

I. General Compliance Training
Training Objectives
•

To understand Ritter’s commitment to ethical business behavior

• To under how a compliance program operates

• To gain awareness of how compliance violations should be reported
• To meet the regulatory requirement for training and education
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Where Does Ritter Fit in?
Medicare Advantage Organization, Prescription Drug Plan,
and Medicare Advantage-Prescription Drug Plan
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The Ritter Compliance Program
As a Field Marketing Organization (FMO) in the Senior Life and Health Insurance markets,
Ritter has contracts as a First Tier, Downstream, and Related Entity (FDR) with many insurance
carriers that offer Medicare Advantage (MA) and Prescription Drug plans (PDP). As such, Ritter
is cognizant of the importance of complying with the applicable laws, regulations, and Center
for Medicare & Medicaid Services (CMS) guidelines pertinent to these products.
The Ritter Compliance Program is designed to meet the
seven elements of an effective compliance program.
A compliance program cannot be dependent on a single
person or a department to ensure success. A compliance
program’s success must be the collective effort of the entire
organization.
As we go through this training course, you will learn the role
each of us is expected to play.
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The Ritter Compliance Program
Ritter’s Compliance Program is an essential business tool for promoting legal and ethical
business conduct as well as preventing, detecting, and resolving non-compliance and illegal
conduct, including fraud, waste and abuse of government funded programs. Our program
includes the following elements:
•

Policies, procedures, and standards of conduct.

•

Compliance Officer and Committee.

•

Training and education program.

•

Lines of communication.

•

Enforcement of standards.

•

Compliance risks monitoring.

•

Response to compliance issues.
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Know Your Code
The Code of Conduct is a key component of
the Ritter Compliance Program. It
communicates our core values and
commitment to compliance into practical
terms and provides ethical and compliance
guidelines and expectations to help guide our
day-to-day business activities.

The Ritter Core Values







• Upon hire and annually thereafter, you are required to read
the Code of Conduct and indicate that you understand and
acknowledge compliance with it.
• Essentially, our Code sets the principles and values, establishes
compliance expectations, and provides reporting framework.





Treat each other and all people we
encounter with respect and dignity and
value individual differences.
Pursue highest standards of excellence.
Take accountability in our work.
Build client relationships through high
performance.
Conduct ourselves with the highest level
of ethics at all times.
Emphasize teamwork and act in the best
interests of the company as a whole.
Foster an open culture where questions
and concerns are freely discussed.
Seek and provide constructive feedback to
support each other.
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Policies and Procedures
The Ritter policies establish the rules for conducting company business in accordance with all
applicable laws and regulations and with the highest ethical standards. The current enforceable
policies are located in the Ritter SharePoint site.
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Effective Lines of Communication
How we get to the end result is just as
important as the result itself.
• We all have an obligation to speak up when we spot a
potential noncompliance issue.
• Our investigation process is confidential.
• There can be NO retaliation against you for reporting
suspected noncompliance in good faith.

The Company will protect any employee
who raises a concern honestly, but it is a
violation of the Code to knowingly make a
false accusation, lie to management, or
interfere or refuse to cooperate with a
Code investigation. Honest reporting
means you have reason to believe that the
information you are providing is accurate,
but it does not mean you can use it as a
tool to defame or make false accusations
against another person.

• Any time you become aware of or suspect any illegal,
unethical, or fraudulent activity related to Ritter or any of
its insurance company partners, you have an obligation to
report it.
• You may want to first discuss this with your immediate
supervisor or the Compliance Officer directly.
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Enforcement of Standards
• Each of us, regardless of our position, is expected to comply with the Company’s Code of
Conduct, contractual requirements, applicable laws, and regulatory requirements
(including, but not limited to, CMS Medicare program requirements) at all times.
• Failure to comply with the Code and/or Company policies could result in disciplinary action.
Ritter strives to impose discipline that fits the nature and circumstances of each Code
violation. Violations of a serious nature may result in suspension without pay, loss or
reduction of merit increase, or termination of employment.
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Monitoring Risks
Ritter maintains an internal monitoring process to ensure that we
are in compliance with the laws and regulations that apply to our
business, including, but not limited to, CMS regulations. The
process includes, but is not limited to, assessing compliance risks,
developing proper controls, overseeing contractual requirements,
and monitoring agent compliance.
We are required to cooperate with external (government or
insurance carriers) audits and investigations. We are expected to
respond to any inquiry promptly and honestly.
Remember, taking the high road is harder but the long term reward is much greater.
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What Is Non-compliance?
Non-compliance is conduct that does
not conform to the law, and Federal
health care program requirements, or
to an organization’s ethical and
business policies.
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What Do You Think?
Your supervisor asked you to change information on a report for an insurance
carrier to make our report appears better. What do you do?
A.

Do it without comment or concern, convincing
yourself that you were just following order.

B.

Ask if you could discuss the request with the
supervisor.

C.

Do it this time, but tell your supervisor that it makes
you very uncomfortable.

The correct answer is B.
If you are uncomfortable with
the request, you should clarify
the request or speak with the
next level management.
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How Can I Report Potential Issue?

• Report to a Manager or
Supervisor

Ritter Employees

• Report to Ritter Compliance
Officer
• Report to MAO/Part D
Sponsor’s Compliance Hotline
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Response to Non-Compliance
How does the process work?
Once the potential
issue is detected…
…it must be
investigated…

In certain situations, a
disclosure to the
appropriate party (i.e.,
MAO/Part D Sponsor) is
necessary.

…it is then timely
corrected.
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Applicable Laws and Regulations
Below is a list of the laws and regulations applicable to Ritter. Note that this is not an exhaustive
list. Please check with Van Hang for details or additional information.
•
•
•
•
•
•
•
•
•
•
•
•
•

Medicare Communications and Marketing Guidelines (MCMG)
Code of Federal Regulations: 42 CFR Part 422 (Part C) and 423 (Part D)
42 U.S.C. 1320a-7b (b) Anti-Kickback Statute
18 U.S.C. §1347 Criminal Fraud
42 U.S.C. §1395(e)(1) / 42 C.F.R. §1001.1901 Exclusion
HIPAA (P.L. 104-191)
Health Information Technology for Economic and Clinical Health Act (HITECH)
Sec. 1140. [42 U.S.C. 1320b–10] (a)(1) - Prohibition of misuse of symbols, emblems, or names
in reference to Social Security or Medicare
Violent Crime Control and Law Enforcement Act Of 1994
Federal No Call List
CAN-SPAM Act (15 USC 7701, et seq) (Public Law No. 108-187)
Telephone Consumer Protection Act (43 U.S.C. §227)
And more…
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Key Changes in Medicare Advantage Final Rule
CMS published the CY2019 Policy and Technical Changes in April 2018:
New Medicare Advantage Open Enrollment Period

• Effective 2019, the 21st Century Cures Act eliminates the existing MA disenrollment period (Jan 1 –
Feb 14) and replaces it with a new Medicare Advantage open enrollment period (OEP) that will
take place from January 1st through March 31st annually.
• The new OEP allows individuals enrolled in an MA plan, including newly MA-eligible individuals, to
make a one-time election to go to another MA plan or Original Medicare with or without a PDP.
Individual enrolled in MA plans as of 1/1

MA OEP: 1/1 – 3/31

New Medicare beneficiaries who are enrolled in an MA
plan during ICEP

The month of entitlement to Part A and Part B – the last
day of the 3rd month of entitlement
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Key Changes in Medicare Advantage Final Rule
SEP for Dual-eligible Individuals and Other LIS-eligible Individuals
• The Dual SEP is amended so that it can be used once per calendar quarter during the first nine
months of the year (that is, one election during each of the following time periods: JanuaryMarch, April-June, July-September). During the last quarter of the year, a beneficiary can use the
AEP to make an election that would be effective on January 1.
• The SEP is considered “used” based on the month in which the individual makes the election (i.e.,
application date of the enrollment request). If the plan receives an election in March (which
would be effective April 1st), this counts as “using” the SEP for the 1st quarter, not the 2nd
quarter. The effective date of an enrollment request made using this SEP is the first of the month
following receipt of an enrollment request.
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Key Changes in Medicare Advantage Final Rule
Reducing the Burden of the Compliance Program Training Requirements
• CMS eliminates Parts C and D compliance program and FWA training for FDRs.
• As this final rule would remove a specific CMS compliance training requirement for FDRs, agents
and brokers would not be required to take this specific CMS compliance training. However, MA
organizations and Part D Sponsors are ultimately responsible for compliance with all applicable
statutes, regulations and sub-regulatory guidance, including work performed by the FDR.
• Note: Some carriers choose to interpret 1/1/19 as the effective date of this change on the basis of
calendar year. It is best to close out the calendar year 2018 with the inclusion of these two training
modules.
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New Medicare Communications and
Marketing Guidelines
CMS published the new Medicare Communications and Marketing Guidelines (MCMG) on
7/20/2018 (revised on September 5, 2018) with the these key changes:
Section 20. Definition of communications and marketing
• Marketing: Activities and use of materials that are conducted by the Plan/Part D sponsor with
the intent to draw a beneficiary's attention to a MA plan or plans and to influence a beneficiary's
decision-making process when selecting a MA plan for enrollment or deciding to stay enrolled in
a plan (that is, retention-based marketing). Additionally, marketing contains information about
the plan’s benefit structure, cost sharing, and measuring or ranking standards. Marketing
materials exclude materials that might meet the definition of marketing based on content but do
not meet the intent requirements of marketing. Also excluded from marketing materials are
certain CMS required materials.
• Communications: Activities and use of materials to provide information to current and
prospective enrollees.
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New Medicare Communications and
Marketing Guidelines
Factors for activity and material determination: Intent and Content
• Intent: The purpose of marketing activities and materials is to draw a prospective or current
enrollee’s attention to a plan or group of plans to influence a beneficiary’s decision when selecting
and enrolling in a plan or deciding to stay in a plan (retention-based marketing). Additionally,
marketing contains information about the plan’s benefit structure, cost sharing, and measuring or
ranking standards.
• Content: Whether the type of information that would intend to draw attention to a plan or
influence a beneficiary’s enrollment decision (benefits, premium/cost sharing, comparisons to
other plan(s)/Part D Sponsor(s), ranking, and Star Ratings information).
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New Medicare Communications and
Marketing Guidelines
40.1. – Plan Comparisons
• Plans/Part D sponsors may compare their Plan to another Plan/Part D sponsor, provided the
Plan/Part D sponsor can support them (e.g., by studies or statistical data) and such comparisons
are factually based and not misleading.
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New Medicare Communications and
Marketing Guidelines
40.7. - Prohibition of Open Enrollment Period Marketing
May
• May market to age-in populations.
• May conduct 5-star SEP marketing.
• May conduct dual-eligible and LIS marketing.
• May send marketing materials when proactively
requested by a beneficiary.
• May meet with beneficiary at beneficiary’s
request.
• May provide information on OEP through call
center at the beneficiary’s request.

May Not
• May not send unsolicited materials advertising the
ability to change plan during OEP.
• May not target beneficiaries who are in OEP because
they enrolled in a MA plan during AEP by purchasing
mailing lists or other means of identification.
• May not engage or promote agent/broker activities
that intend to target the OEP as an opportunity.
• May not call or contact former enrollees who have
selected a new plan during AEP.
• May not be used as a selling point to encourage
enrollment or change during MA OEP.
• May not promote OEP as an extended period for
enrollment/change plan.
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New Medicare Communications and
Marketing Guidelines
50.2 – Educational Events (key changes)
• May include communication activities and distribution of communication materials.
• May set up a future marketing appointment and distribute business cards and contact
information for beneficiaries to initiate contact (this includes completing and collecting a
Scope of Appointment (SOA) form).
• May provide business reply cards at educational events.
• Note: Enrollee-only educational section is removed from the MCMG. Agents should follow carrier
instruction since the event is more than likely to be categorized as a marketing activity.
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New Medicare Communications and
Marketing Guidelines
60.4 – Plan/Part D Sponsor Activities in the Healthcare Setting
CMS now (based on the 9/5/2018 revision of the MCMG), Plans/Part D sponsors may conduct
sales activities, including sales presentations, the distribution of marketing materials, and the
distribution and collection of enrollment forms in common areas of a healthcare setting.
Common areas in a healthcare setting include, but are not limited to common entryways,
vestibules, waiting rooms, hospital or nursing home cafeterias, and community, recreational, or
conference rooms.
• Note: Plans/Part D sponsors may not market in restricted areas which include exam rooms,
hospital patient rooms, treatment areas where patients interact with a provider and his/her
clinical team and receive treatment (including dialysis treatment facilities), and pharmacy
counter areas (where patients interact with pharmacy providers and obtain medications).
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Next: Fraud, Waste, and Abuse Training
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II. Fraud Waste and Abuse Training
Training Objectives
• To understand the scope of fraud, waste, and abuse (FWA)

• To explain the obligation of everyone to detect, prevent, and
correct FWA
• To provide information on how to report FWA

• To meet the regulatory requirement for training and education
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Background
Health or administrative services to a Medicare Part C or Part D enrollee are provided by:
• Part C or D Sponsor Employees;
• A First Tier Entity, such as a Pharmacy Benefits Manager (PBM) or a Field Marketing
Organization, a claims processing company, or a contracted Sales Agent;
• A Downstream Entity, such as a pharmacy; or
• A Related Entity, one that has a common ownership or control of a Part C/D Sponsor.
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Medicare Requirements
Health or administrative services to a Medicare Part C or Part D enrollee are provided by:
• The Social Security Act and CMS regulations and guidance govern the Medicare program,
including Parts C and D.
• As a FDR, Ritter must have an effective compliance program which includes measures to
prevent, detect and correct noncompliance, as well as measures to prevent, detect and
correct fraud, waste and abuse.
• Ritter must also have an effective training program for employees.
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Why Do I need This Training?
Health or administrative services to a Medicare Part C or Part D enrollee are provided by:
• Ritter is a First Tier Entity for Medicare Part C and D Program Sponsor
• Part C and D programs are increasingly attracting high tech, highly skilled and educated
perpetrators who design practically invisible fraud schemes.
• You play an important role in helping prevent, detect, correct and combat fraud.
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Your Responsibilities
Health or administrative services to a Medicare Part C or Part D enrollee are provided by:
• Know what to watch for to protect our organization from potential abusive practices, civil
liability, and possible criminal activity.

• You play a vital role in protecting the integrity of the Medicare Program.

• You are required to comply with all applicable statutory, regulatory and other Part C or Part
D requirements.
• You have a duty to report any violations of laws of which you may be aware.

• You have a duty to follow our Code of Business Conduct, which outlines your obligations
and the company’s commitment to ethical standards and behavior.

31

What Is Fraud?
• Fraud is knowingly and willfully executing, or attempting to execute, a scheme or artifice to
defraud any health care benefit program, or to obtain, by means of false or fraudulent pretenses,
representations, or promises, any of the money or property owned by, or under the custody or
control of, any health care benefit program.
• The Health Care Fraud Statute makes it a criminal offense to knowingly and willfully execute a
scheme to defraud a health care benefit program. Health care fraud is punishable by
imprisonment for up to 10 years. It is also subject to criminal fines of up to $250,000.
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What Are Waste and Abuse?
• Waste includes overusing services, or other practices that, directly or indirectly, result in
unnecessary costs to the Medicare Program. Waste is generally not considered to be caused by
criminally negligent actions but rather by the misuse of resources.
• Abuse includes actions that may, directly or indirectly, result in unnecessary costs to the Medicare
Program. Abuse involves payment for items or services when there is not legal entitlement to that
payment and the provider has not knowingly and/or intentionally misrepresented facts to obtain
payment.
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Differences Among FWA
There are differences among fraud, waste, and abuse. One
of the primary differences is intent and knowledge. Fraud
requires intent to obtain payment and the knowledge that
the actions are wrong. Waste and abuse may involve
obtaining an improper payment or creating an
unnecessary cost to the Medicare Program, but does not
require the same intent and knowledge.

During Fiscal Year (FY) 2017, $2.6
billion was returned to the
Federal Government or paid to
private persons as a result of the
Federal Government’s activities
with respect to health care fraud
and abuse. Of this $2.6 billion,
the Medicare Trust Funds received
transfers of approximately $1.4
billion during this period, and
$406.7 million in Federal
Medicaid money was similarly
transferred separately to the
Treasury as a result of these
efforts.
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Examples of FWA
Examples of actions that may constitute Medicare fraud include:

• Knowingly billing for services not furnished or supplies not provided, including billing Medicare
for appointments that the patient failed to keep;
• Billing for non-existent prescriptions; and

• Knowingly altering claim forms, medical records, or receipts to receive a higher payment.
Examples of actions that may constitute Medicare waste include:

• Conducting excessive office visits or writing excessive prescriptions;

• Prescribing more medications than necessary for the treatment of a specific condition; and
• Ordering excessive laboratory tests.

Examples of actions that may constitute Medicare abuse include:
• Billing for unnecessary medical services;

• Billing for brand name drugs when generics are dispensed;
• Charging excessively for services or supplies; and

• Misusing codes on a claim, such as upcoding or unbundling codes.
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Examples of FWA
The examples provided on previous page are scenarios involving Health Plans or provider
organizations. Some examples that are relevant to Ritter include:
•

Knowingly submitting an enrollment application without the beneficiary’s consent.

•

Altering enrollment data such as date, and other beneficiary data.
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Understanding FWA
Relevant FWA laws:
•

Civil False Claims Act, Health Care Fraud Statute, and Criminal Fraud;

•

Anti-Kickback Statute;

•

Stark Statute (Physician Self-Referral Law);

•

Exclusion; and

•

Health Insurance Portability and Accountability Act (HIPAA).
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Civil False Claims Act
The civil provisions of the FCA make a person liable to pay damages to the Government if he
or she knowingly:
•

Conspires to violate the FCA;

•

Carries out other acts to obtain property from the Government by misrepresentation;

•

Knowingly conceals or knowingly and improperly avoids or decreases an obligation to pay the
Government;

•

Makes or uses a false record or statement supporting a false claim; or

•

Presents a false claim for payment or approval.

For more information, refer to 31 United States Code (U.S.C.) Sections 3729-3733.
Example:
•

A Medicare Part C Plan submitted undocumented or unsupported diagnosis codes.
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Civil False Claims Act …Continued
Whistleblowers: A whistleblower is a person who exposes information or activity that is deemed
illegal, dishonest, or violates professional or clinical standards.
Protected: Persons who report false claims or bring legal actions to recover money paid on false
claims are protected from retaliation.
Rewarded: Persons who bring a successful whistleblower lawsuit receive at least 15 percent but not
more than 30 percent of the money collected.
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Health Care Fraud Statute
The Health Care Fraud Statute states that “Whoever knowingly and willfully executes, or attempts to
execute, a scheme to … defraud any health care benefit program … shall be fined … or imprisoned
not more than 10 years, or both. ”Conviction under the statute does not require proof that the
violator had knowledge of the law or specific intent to violate the law.
For more information, refer to 18 U.S.C. Section 1346.
Example:
•

A pharmacy submitted claims to a Medicare Part D plan for non-existent prescriptions and for
drugs not dispensed;

•

A Durable Medical Equipment (DME) company submitted false claims to Medicare for products
that were not authorized and not provided.
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Criminal Health Care Fraud
Anyone who knowingly makes a false claim
may be subject to:
•

Criminal fines up to $250,000;

• Imprisonment for up to 20 years.
If the violations resulted in death, the
individual may be imprisoned for any term
of years or for life.
For more information, refer to 18 U.S.C.
Section 1347.

In FY 2017, investigations
conducted by HHS’ Office of
Inspector General (HHS-OIG)
resulted in 788 criminal actions
against individuals or entities that
engaged in crimes related to
Medicare and Medicaid, and 818
civil actions, which include false
claims and unjust-enrichment
lawsuits filed in federal district
court, civil monetary penalties
(CMP) settlements, and
administrative recoveries related
to provider self-disclosure matters.
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Anti-Kickback Statute
The Anti-Kickback Statute prohibits knowingly and willfully soliciting, receiving, offering, or paying
remuneration (including any kickback, bribe, or rebate) for referrals for services that are paid, in
whole or in part, under a Federal health care program (including the Medicare Program).
For more information, refer to 42 U.S.C. Section 1320a-7b(b).
Example:
•

A radiologist paid doctors for referring Medicare
and Medicaid patients to his practice for MRIs, CAT
scans, ultrasounds, and other resulting tests.

Damages and Penalties – Violations are
punishable by:
• A fine of up to $25,000;
• Imprisonment for up to 5 years.
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Stark Statute (Physician Self-Referral Law)
The Stark Statute prohibits a physician from making referrals for certain designated health services
to an entity when the physician (or a member of his or her family) has:
•
•

An ownership/investment interest; or
A compensation arrangement
(exceptions apply).

Damages and Penalties – Medicare claims tainted by an
arrangement that does not comply with the Stark
Statute are not payable. A penalty of up to $24,250 can
be imposed for each service provided. There may also
be around a $161,000 fine for entering into an unlawful
arrangement or scheme.
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Civil Monetary Penalties Law
The Office of Inspector General (OIG) has the authority to seek civil monetary penalties (CMPs),
assessments, and exclusion against an individual or entity based on a wide variety of prohibited
conduct, including:
•
•
•
•
•
•

Arranging for services or items from an excluded
individual or entity;
Failing to grant OIG timely access to records;

Damages and Penalties – The penalties can
be around $15,000 to $70,000 depending
on the specific violation. Violations are
also subject to three times the amount:

Making false claims; or

• Claimed for each service or item; or
• Of remuneration offered, paid,
solicited, or received.

Providing services or items while excluded;

Knowing of an overpayment and failing to report
and return it;
Paying to influence referrals.
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Beneficiary Inducement Law
•

Under the Beneficiary Inducement Law, it is illegal to offer items of value (cash, gift cards,
goods and services, etc.) that a person knows (or should know) is likely to influence a
potential customer/patient to select a particular provider, pharmacy or supplier.

•

Violating the Beneficiary Inducement Law may result in fines of up to$10,000 per item or
service, plus three times the damages incurred by the government. Violators also face
potential exclusion from participation in government programs.
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Exclusion
•

No Federal health care program payment may be made for any item or service furnished,
ordered, or prescribed by an individual or entity excluded by the OIG. The OIG has authority to
exclude individuals and entities from federally funded health care programs and maintains the
List of Excluded Individuals and Entities (LEIE).

•

The United States General Services Administration (GSA) administers the Excluded Parties List
System (EPLS), which contains debarment actions taken by various Federal agencies, including
the OIG.

•

If looking for excluded individuals or entities, make sure
to check both the LEIE and the EPLS since the lists are
not the same.

•

For more information, refer to 42 U.S.C. Section 1320a-7
and 42 Code of Federal Regulations Section 1001.1901.

In FY 2017, HHS-OIG
excluded 3,244 individuals
and entities from
participation in Medicare,
Medicaid, and other
federal health care
programs.
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Health Insurance Portability and
Accountability Act (HIPAA)
•

HIPAA created greater access to health care insurance, protection of privacy of health care data,
and promoted standardization and efficiency in the health care industry.

•

HIPAA safeguards help prevent unauthorized
access to protected health care information. As an
individual with access to protected health care
information, you must comply with HIPAA.

•

For more information, visit the HIPAA webpage.

Damages and Penalties –
Violations may result in Civil
Monetary Penalties. In some
cases, criminal penalties may apply.
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Knowledge Check
Which of the following requires intent to obtain payment and the knowledge
the actions are wrong?
A.

Fraud

B.

Waste

C.

Abuse

The correct answer is A.
Fraud is knowingly and willfully executing, or attempting to
execute, a scheme or artifice to defraud any health care benefit
program, or to obtain, by means of false or fraudulent pretenses,
representations, or promises, any of the money or property
owned by, or under the custody or control of, any health care
benefit program.
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Knowledge Check
What are some of the penalties for violating fraud, waste, and abuse (FWA) laws?
A.
B.
C.
D.

Civil Monetary Penalties
Imprisonment
Exclusion from participation in all Federal
health care programs
All of the above

The correct answer is D.
The penalties for violating Fraud, Waste, and
Abuse (FWA) laws include: a) Civil Monetary
Penalties, b) Imprisonment, and c) exclusion
from participation in all Federal health care
programs.
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How Do You Prevent FWA?
•

Look for suspicious activity;

•

Conduct yourself in an ethical manner;

•

Ensure accurate and timely data/billing;

•

Ensure you coordinate with other payers;

•

Keep up to date with FWA policies and procedures, standards of conduct, laws, regulations, and
the CMS guidance; and

•

Verify all information provided to you.
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Understand and Follow the Established Process
•

Familiarize yourself with Ritter’s policies and procedures.

•

Conduct yourself in an ethical manner.

•

Follow the Ritter mechanisms in place for reporting non-compliance and potential FWA.

Do not be concerned about whether it is fraud, waste, or abuse. Just report any concerns to the
Ritter compliance department or your Sponsor’s compliance department. Alternatively, you may
report the concern directly to the carrier’s Compliance Hotline (listed within the carriers’ Code of
Conduct in SharePoint).
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Reporting FWA Outside of Ritter
•

If warranted, Ritter must report potentially fraudulent conduct to Government authorities, such
as the Office of Inspector General (OIG), the Department of Justice (DOJ), or CMS.

•

For this reason, do not wait to report potential compliance or FWA concerns to your supervisor
or the Ritter Compliance Department in order to facilitate a timely reporting.
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Correcting FWA Issues
•

Once fraud, waste, or abuse has been detected, it must be promptly corrected. Correcting the
problem saves the Government money and ensures you are in compliance with CMS
requirements.

•

Design the corrective action to correct the underlying problem that results in FWA program
violations and to prevent future non-compliance;

•

Tailor the corrective action to address the particular FWA, problem, or deficiency identified.
Include timeframes for specifications;

•

Document corrective actions addressing non-compliance or FWA issues and include
consequences for failure to satisfactorily complete the corrective action; and

•

Once started, continuously monitor corrective actions to ensure they are effective.
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Knowledge Check
Once a corrective action plan is started, the corrective action does not need
to be monitored.
A.

True

The correct answer is B.

B.

False

Once a corrective action plan is started, the
corrective actions must be continuously
monitored to ensure they are effective.
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Warning Signs – Potential Sales and
Marketing Issues
•
•
•
•
•
•
•
•
•

Offering cash inducements for beneficiaries to join the plan.
Misleading the beneficiary to believe that the cost of benefits are one price, only for the
beneficiary to find out that the actual costs are higher.
Using unlicensed agents.
Selling a Medicap policy to someone already have Medicaid (except in certain situations).
Selling a Medicap policy to someone already in a Medicare Advantage Plan.
Claiming that a Medicap policy is part of the Medicare Program.
Claiming that a Medicare Advantage is a Medicap policy.
Misusing the government agencies’ names, letters, or symbols.
Misrepresenting as a Medicare representative.
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Knowledge Check
Bribes or kickbacks of any kind for services that are paid under a Federal health
care program (which includes Medicare) constitute fraud by the person making as
well as the person receiving them.
A.

True

B.

False

The correct answer is A.
The Anti-Kickback Statute prohibits knowingly and willfully
soliciting, receiving, offering, or paying remuneration (including
any kickback, bribe, or rebate) for referrals for services that are
paid, in whole or in part, under a Federal health care program
(including the Medicare Program).
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Next: Privacy and Security Training
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III. Privacy and Security
Training Objectives
• To understand the HIPAA Privacy and Security Rules

• To understand Ritter’s policies to ensure compliance

• To meet the regulatory requirement for training and education
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Background
The Health Information Portability and Accountability Act of 1996 (HIPAA) is a federal law
that, among other things, protects the privacy and security of health information.
HIPAA contains a Privacy Rule and a Security Rule, and compliance with these rules is mandatory
for all entities that use health information.
How does this law apply to Ritter?
The Privacy Rule applies to all organizations for
which the collection, use, or disclosure of health
information is essential to business operations.
These organizations are considered “covered
entities” and include health plans, healthcare
clearinghouses, and healthcare providers such
as physician offices, clinics, and hospitals.
Business Associates of covered entities are also
subject to the Privacy Rule.

HIPAA Hierarchy
Covered Entity – Health Plans
Business Associate – Ritter
Business Associate Subcontractor – Contracted agents
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Privacy vs. Security
PRIVACY in the context of HIPAA refers to
the type information that is protected and
who is allowed to use, disclose, or access it.
This type of information is referred to as
Protect Health Information.
The HIPAA Privacy Rule establishes
regulations for the use and disclosure of
protected health information (PHI).

SECURITY refers to how the information is
safeguarded to protect it from destruction, loss,
or inappropriate disclosure.
The HIPAA Security Rule establishes national
standards to protect individuals’ electronic
personal health information that is created,
received, used, or maintained by a covered
entity. The Security Rule requires appropriate
administrative, physical, and technical safeguards
to ensure the confidentiality, integrity, and
security of electronic protected health
information.
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Protected Health Information
Protected Health Information (PHI) means individually identifiable health information that is
transmitted or maintained in any form or medium by a Covered Entity or its Business Associate.
PHI includes “personally identifiable information” (PII). Note: there are other laws related to different
types of PII (e.g., Gramm-Leach-Bliley Act, Fair Credit Reporting Act). PII refers to information used to
uniquely identify an individual, either alone or combined with other sources.
Examples of PHI include, but are not limited to:

• An individual’s name AND identity information (i.e., date of birth).

• Social Security Number, patient/insurance ID, driver’s license number, financial account or
credit/debit card number, Medicare health insurance claim number.

• Personal characteristics, including photographic image, fingerprints, handwriting, or biometric
image (e.g., retina scans, voice signature).

• Medical records or treatment information such as service rendered, diagnosis, treatment notes.
The majority of us are exposed to PHI on a daily basis. Medicare Advantage/PDP enrollments and life
insurance applications, etc. all include PHI.
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Workforce Use, Access, and Disclosure
As a Business Associate to numerous covered entities, we must follow the “Minimum Necessary” rules.
PHI should not be accessed, used, or disclosed when it is not necessary to satisfy a particular business
purpose or carry out a business function. Access, use, and disclosure of information is restricted to a
“need to know” basis, including the access to information that is granted to our employees.
Employee access to an individual’s PHI must be limited to the minimum necessary for the sole purpose
of fulfilling job accountabilities.
• Don’t send PHI over regular email.
• Use de-identified data whenever possible.
• Never leave messages containing PHI on answering machines. Telephone messages should be
limited to the name of the company, contact name and phone number.
• Don’t place document with PHI in the trash bins.
• If you do not need PHI to do your job, do not seek it out.
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Safeguarding Information
• Do not store PHI or PII on personal computing devices.
• Use encryption when sending PHI or PII to a destination address outside the Ritter network.
• Do not open email attachments if the message looks suspicious, even if you recognize the
sender. When in doubt, check with our IT Administrator.
• Do not respond to “spam” – simply discard or delete it, even if it has an “unsubscribe”
feature.
• Lock your computer while away from your desk.
• Make passwords long and unique.
• Treat and protect paper records with sensitive information the same as sensitive information
on a computer.
• Avoid storing sensitive or PHI on your laptop.
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What Went Wrong?
You just talked to someone on the phone and you believe him to be Agent John, a downline agent of
Ritter. John said he was having trouble accessing our system and requested that you provide him a file
with all his MA clients, including contact information. You downloaded the list and attached the file to
an email without encryption. When you typed in John’s email address in Outlook, the address box
automatically populated a personal mailgroup. After you hit the “send” button, you then realized that
you just sent the file to 50 recipients.
Your significant other is in the IT security business. After a movement of panic, you forwarded the
email with the attachment to your significant other to the home email address hoping that she could
fix it.
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Knowledge Check
• You should never have responded to such a request by phone. You should instead ask Agent
John to make the request through email.
• Client information should not be released via email unless it is approved by a vice president level
management at Ritter.
• While the email system should detect and alert that sensitive information (i.e., PII) is being sent,
you should never send any data file with PHI or PII without encryption.
• Should always double check or triple check the recipients of all emails prior to pressing the
“send” button.
• Our IT Administrator is the first place you should seek assistance. By forwarding the email to
someone outside, you have just compounded the problem by releasing sensitive data to
someone does not have the right to know.
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Breach
A breach occurs when information that, by law,
must be protected is:
• Lost, stolen, or improperly disposed.
• “Hacked” into by people or mechanized
programs that are not authorized to have
access.
• Communicated or sent to others who have no
official need to receive it.

Ritter Workstation Security Policy:
All company assigned laptops are the assets of
Ritter. Employees provided with a laptop are
expected to take all appropriate measures and
precautions to prevent the loss, theft, damage, or
unauthorized use. Employees are also expected to
ensure the availability of the device to be used offsite in in the event the Ritter Business Continuity
Plan is activated. Security and business continuity
measures shall include the following:
•
•
•
•

Do not leave the laptop for prolonged periods
of time in a vehicle during extreme
temperatures
Do not leave the laptop in a vehicle where the
device can be seen in plain view
Do not leave the laptop unattended at any
time in an unsecured location when the device
is used in public places
Laptop shall be taken home with the employee
at the end of each work day
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Fines and Penalties
The Office for Civil Rights is the federal agency responsible for enforcing privacy and security
regulations. Unauthorized access, use, or disclosure of protected health care information may
result in the following fines and penalties.
• Penalties
• Civil monetary penalties range from $100 per violation ($25,000 per year maximum) if
the person did not know he/she was violating HIPAA to $50,000 per violation ($1,500,000
per year maximum) for violations due to willful neglect.
• Criminal conviction/fines ($50,000, with up to one year in prison). Add ‘false
pretenses’ to that and the penalties increase up to $100,000, and up to five years in
prison. Adding ‘intent to sell’ increases the penalties up to $250,000, with up to 10 years
in prison.
• Exclusion from the Medicare program
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Reporting Privacy Issues
You must report any privacy or security breaches involving PHI to your supervisor AND the
Ritter Compliance Officer. Our contracts with the different insurance companies have specific
provisions on reporting breaches. It is critical that we follow the proper protocol to report the
potential privacy or security breach to the appropriate insurance companies.
Management, employees, or contractors of Ritter may not threaten or take any retaliatory
action against an individual for reporting a privacy or security breach.
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What Do You Think?
1. We pre-process enrollment applications taken by the agents for certain insurance carriers. The enrollment
application contains PHI and PII. Since Ritter is simply reviewing the application to ensure accuracy and the
fact that the enrollment application was taken by the agent, we do not have any obligation to ensure the
PHI/PII is safeguarded.
A. True
B. False
2. Possible consequences of privacy violations include:
A.
B.
C.
D.
E.

Employee discipline
Fines
Criminal charges
All of the Above
A and B

3. You discovered that an email containing enrollees’ PHI/PII was sent to a wrong mail group an hour before you
are leaving for a week long vacation. Since the information was already sent, there is no problem to wait until
you return from vacation to address the issue.
A. True
B. False
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The Answers Are…
1. If you answered False, you are correct. Ritter has a Business Associate (BA) Agreement with
the insurance carrier in which it performs certain services which involve the use, collection, or
disclosure of PHI as specified in the contract between Ritter and the insurance carrier. While
the agent must fulfill his/her HIPAA privacy and security obligations as a downstream entity,
Ritter, as a BA, must ensure that PHI/PII is safeguarded in fulfilling its enrollment application
pre-processing obligation.
2. Answer d is the correct answer. Failure to comply with HIPAA can result in civil and criminal
penalties.
3. False is the correct answer. You should report the potential breach the your supervisor or the
Compliance Officer immediately. Any delay could compound the issue as the email may be
forwarded to other unauthorized groups. Additionally, the enrollees’ information was collected
on behalf of the applicable insurance companies who serve as the Covered Entities. We have
the obligation to determine the affected companies and follow their prescribed privacy breach
reporting protocol to ensure the matter is timely reported.
70

Thank You!

Please complete the Training Certificate on the next page
and return to: Ritter Human Resources.

Please direct all questions to

Van Hang, Ritter Compliance Officer at X202
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TRAINING CERTIFICATE
Name: (Print) ____________________________________________
Signature:________________________________________________
(Actual Signature Required)

has completed the Ritter Mandatory Training which includes General Compliance,
Fraud, Waste and Abuse, and HIPAA Training
on

Today’s Date:__________________________

- Return Form to: Ritter Human Resources -
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